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AFGHAN POST Gl adta R
Position Title: Network Infrastructure and System Engineer
Position: Contractual Grade C Step 3
Number of jobs: 1
Salary: As per NTA Salary Scale
Organization: Afghan Post State Owned Corporation
Relevant Department: Information Technology and Technical Department

Job Description Network Infrastructure and System Engineer

The Network Infrastructure and System Engineer will work under direct supervision of
Information Technology and Technical Director. The Network Infrastructure and System
Engineer responsibility involves overlooking the operation of LAN / WAN related network and
System services. The engineers should take care of the network software and hardware
upgrades. They have to work in collaboration with the other network staff to resolve any
information security issues. The professional will have to maintain detailed documentation of the
network infrastructure.

The engineer will play a prominent role in managing the network component inventory. The
professional will keep track of the network capacity to understand its effect on performance. They
have to give recommendations to meet the new or changing network demands. The engineers
should keep themselves updated with the new technologies. Apart from these, the other

responsibilities include. 3
Network Services Management ,

|
e Having an active network remains essential for any organization. It means that the
engineer must efficiently manage Active Directory, Exchange Server, Proxy Server, File
Server, Call Center Server, Corporate Network,| logical architecture, network traffic

monitoring and shaping as well as other network-related services.
i
Network Administration ‘

o Engineers develop and maintain scripts and utilitie}s to automate repetitive routines and
administer network and server co‘nvt-rol systems. quper policies and procedures depend
upon administrative authorization.




Network Infrastructure Management

availability & optimal performance.

Configure routers, switches, firewalls, Email Securi
other network devices

Monitor network traffic and proactively address po

Sysvtem Infrastructure Administration

Administer & maintain servers, ensuring their reliak
Install, configure, troubleshoot Windows 2016, 201¢
and application software.

Implement and manage virtualization technologies
for efficient resource utilization.

Security & Compliance

Develop and implement security policies, proced
organization's network and systems.

Conduct regular security audits and vulnerability as
Ensure compliance with industry regulations and st

Troubleshooting and Support

o Provide technical support to end-users, hardware,
Diagnose and resolve system and network problen

Collaborate with cross-functional teams to trouble

Backup & Disaster Recovery

o Design and implement backup and disaster recove
ensure business continuity.

Regularly test and update disaster recovery plans.

Capacity Planning and Performance Optimization

Perform capacity planning to ensure scalability, eff
Monitor system performance and implement optin

Documentation

Create and maintain comprehensive documentati
architecture, and procedures.
Develop and update troubleshooting guides for co

Collaboration & Communication

Design, implement, manage the organization’s network infrastructure, ensuring high

ty Gateway, Load Balancer, Storage &

tential issues.

vility, security, and performance.
), 2022, Linux Ubuntu, Cent OS, Debian

both Open Source and Closed Source

ures, and measures to safeguard the

sessments.
andards.

software & network-related issues.
1s in a timely manner.
shoot and resolve complex issues.

ry solutions to protect critical data and

ciency of network and systems.
nizations as needed.

on for network configurations, system

mmon issues.




o Collaborate with IT teams, vendors, and other stgkeholders to implement and support
technology initiatives.
o Communicate technical information effectively to fon-technical stakeholders.

Competencies

« Professionalism: Excellent interpersonal and communication skills. Strong analytical,
research, reporting and writing abilities. Strong organizational and process management
competencies. Ability to rapidly analyze and integrate diverse information from varied

Requirments:

sources. Ability to produce a variety of written
journalistic style. Ability to deliver oral presentation
professional rather than personal concerns. Ability
assignments given, plan own work and manage co
stressful situations. Shows persistence when faced

Accountability: Takes ownership of all responsibilit
outputs for which one has responsibility within 1
standards; operates in compliance with organizat
subordinates, provides oversight and takes respons
personal responsibility for his/her shortcomings
applicable.

Team Work : Works collaboratively with colleag
solicits input by genuinely valuing others' ideas &
others; places team agenda before personal agen
and direction with team members; supports and
decisions, even when such decisions may not enti
for team accomplishments and accepts joint respo

Bachelor’s degree in Computer Science, Informatio
with bachelor degree minimum 5 years & with
proven experience as a Network & System Enginee
Industry certifications such as CCNA, CCNP, Entery
or equivalent are a plus
Strong knowledge of networking protocols, security

media products in a clear, concise,
s to various audiences. Is motivated by
to apply judgment in the context of
hflicting priorities, and remains calm in
with difficult problems or challenges.

ies and honors commitments; delivers
he prescribed time, cost and quality
ional regulations and rules; supports
bility for delegated assignments; takes
and those of the work unit, where

ues to achieve organizational goals;
nd expertise; is willing to learn from
da; builds consensus for task purpose
acts in accordance with final group
rely reflect own position; shares credit
nsibility for team shortcomings.

n Technology, or a related field.
master degree minimum 3 years of
r or a similar role

rise CCNA Collaboration MCSA, Linux

principles, and system administration.

Proficiency in configuring and troubleshooting routers, switches, firewalls, Load balancer,

servers, Storages and virtualization technologies of
Excellent problem-solving and communication skil
As per NTA Salary Scale Grade C Step 3.

Location Kabul.
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